. QTECH TexHu4yeckoe onucaHue

MWP OOCTYNHEE

UHpaycTpuanbHbin Ethernet-kommyTtaTtop L3

cepua QSW-3310

OnucaHue

NuaycTtpmaneHeble kommyTaTopbl QTECH cepun QSW-3310 npegHasHayeHbl Ang opraHmMsaunm
3(PPEKTMBHDBIX, 3aLUMLLEHHBIX WM OTKA30YyCTOMYMBLIX CEeTEeN nepefadnm LaHHbIX Ha 0cobo
OTBETCTBEHHbIX 06bekTax. KOHCTpyKUMS KOMMyTaTtopoB obecneunBaeT 6e30TkasHyto paboTy B
AKCTPeEMarnbHbIX KIMMATUYECKUX YCIoBUSX. YCTPOMCTBA YCTOMYMBBLI K  BO3OENCTBUAM
pasnuyHoro Buaa: TemrnepaTypHbiM, MexaHuyeckum u gp. [daHHble KOMMyTaTopbl MMEKT B
cBoeMm cocTtaBe 8 rmrabutHbix noptos 10/100/1000 BASE-T, 4 ontnyeckmx nopta 1000 BASE-X
anst yctaHoBkm SFP-moaynen, a Takke 2 napbl « CyXmx» KOHTaKTOB.

Bo3mMoxHocTun

MpocToTa 1 rMGKOCTbL B 3KCNNyaTauum, ynpaBrneHUuu u o6cnyxmBaHmum

e [lonHas noggepxka OAM Ethernet (ctangapt IEEE802.3ah/802.1ag*), VCT, DDM
(Digital Diagnostic Monitoring) n apyrux dpyHkumi onsi 6eicTporo obHapyxeHusi c6oeB B
CeTU N YMEHbLUEHUS CIIOXKHOCTEW B MNpoOLEecce 3IKchnnyatauum w obcnyxunBaHus
KOMMYTaToOpOB.

*®OyHKUMOHAN HAaXoauTcs Ha cTagum paspaboTku

YcuneHHas 6e3onacHoOCTb

KommyTtatopbl cepun QSW-3310 nopgepxmBaloT OOWMPHBLIN HABOp WHCTPYMEHTOB AN
obecneyveHns 6e30nacHOCTN ceTu:

e BPDU Guard n Root Guard gns npegoTBpalleHust co3gaHnst neTenb B TOMOMOMMU U
HeCaHKUMOHMPOBAHHOMO 4OCTYyNa B CEThb;

e nopaepxka crtaHgapta I|IEEE 802.1X pgna ayteHTUuKaumm U aBTopu3auuu
none3oBartenen npu nomowmn RADIUS-cepeepa;

e rnogaepxka TexHonormn MAB ana ayteHTudwumkauum M aBTopu3aumyM YCTPOWCTB MO
MAC-agpecy;
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e noaaepxka Blammopenctaums ¢ nnargopmon Cisco ISE, B Tom umcrne npodmnupoBaHme
noaKroYaeMbIX YCTPOMCTB € UCNoSib3oBaHneM npotokonos LLDP, DHCP;

e ynpaBfieHne [JOCTYNOM MOAKMIOYEHHbLIX YCTPOUCTB 3a CYEeT MPUMEHEHUA K HUM
pasnu4HbIX NOANTUK, Taknx kak anHammveckne VLAN n guHammndeckune ACL;

e nogaepxka dpyHkumoHana RADIUS Change of Authorization;

e Nnoaaepxka ACL, NMCNOoNb3yrLWNXCA ONnA orpaHnydyeHna OocCTyna K pecypCaM CceTu
nocpeacTtBOM OTKITOHEHUA U (*)VIJ'IpraLI,I/II/I NakeToB B COOTBETCTBMM C 3adaHHbIMU
NOJNIMTUKaMW;

e ucnonb3oBaHne DHCP Snooping ansa npegotepaweHna DHCP-atak n npumeHeHus
nogaensHbix DHCP-cepBepoB npu noMoLum yctaHoBkM trust- 1 untrust-nopTos;

e noggepxka yHkunn 6esonacHoctu ypoBHSA L2, Takmx kak Dynamic ARP inspection,
Port-security n gpyrux ARP- 1 MAC-(yHKunin 6esonacHoCTv Ans 3awunTbl CeTH.

Bbicokasa HagéXHocTb
o [logoepxka npoTtokonos STP, RSTP, MSTP, Root Guard, BPDU Filtering n 1.4.

OcobeHHocTn VLAN

o Kommytatopbl cepun QSW-3310 nogaepxmsatot ctaHgapt 802.1Q n cosgaHne VLAN
Ha ocHoBe nopToB, VLAN Ha ocHoBe MAC-agpeca, Voice VLAN, Protocol VLAN u
anHammnyeckoe HasHadeHne VLAN.

e Llvpokas noppepxka TexHonornm QinQ, Bkntovas Basic QinQ u Selective QinQ, yto
AaéT MakcMMarnbHy rMBKOCTb B HAacTporkax nonutuk QinQ.

o [lopgoepxka dpyHkumm VLAN Translation, nossonstollas nepegaBaTb HECKOSbKO TAroB
VLAN BO doperimax OT nopTa goctyna B YykasaHHbiM Tar VLAN, 41O nossonser
OCYLLECTBIATb HAOEXHYH TEXHUYECKYIO NOAAEPKKY CXOANMMOCTU NONNTUK QOS.

Bo3moxHoctn Multicast

o [logoepxka npotokona MVR (Multicast VLAN Register), nossonstowero Bbl6opovHO
nepegaeaTtb multicast-tpacdmk mexagy pasnuuHbiMm VLAN B Uensax  ynydleHus
NPOMNYCKHOM CMNOCOBHOCTM ceTh 1 6e3onacHOCTH.

o [logoepxka IGMP Snooping no3sonsieT npegoTepatutb dnyg B multicast-tpaduke.

o [logoepxka IGMP Filtering no3sonsdeT cosgaTb npaBwna, OrpaHvyMBarolLmMe OOCTYn
nonb3oBaTesnen K onpeaeneHHsiM multicast-rpynnam.

TexHU4YecKue xapakTepucTuKu

Moagenu QSW-3310-12T-I-POE-DC
UHTepdencsol

10/100/1000 8

BASE-T

10/100/1000 8

BASE-T

(PoE/PoOE+)

1000 4

BASE-X SFP
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Mopenu

QSW-3310-12T-I-POE-DC

CurHanbHbIV
nHTEepdenc

2 napbl «KCYyXnX» KOHTAKTOB

KonnyectBo
BXOA0B NUTaHUSA

MopTbl 1 KOHCOMbHbIN NOPT
ynpaBneHus
MpousBoauTenbHOCTbL

KommyTauunoHHas | 24 [6uTt/c
€MKOCTb
CkopocTb 18 Mnak/c
nepegayv
Tabnmua MAC 16K
VLAN-Tabnuua 4K
Jumbo frame 9K
Tabnuua ACL 1K
Tabnvua ARP 512/256 (IPv4/IPv6)
Tabnuua 64
MapLupyTU3aumm
Kon-Bo oyepenen | 8
Ha nopT
Flash-namatb 64 Mb
OnepaTtusHas 512 Mb
namsaTb

Pusnyeckmne napameTpbl
Pasmepbl 100%x125%185
(WxxB), mm
Macca, kr 1,928

W= 721710119 |
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Mopenu

QSW-3310-12T-I-POE-DC

OnektponutaHne |48 B DC

MoTpebnsemasn <220 Bt

MOLLHOCTb

OxnaxgeHue naccvBHoe

MTBF > 300 000 yacos

TemnepaTtypa Pabouas Temnepatypa: ot —40 °C go +75 °C

TemnepaTtypa xpaHeHusi: ot —40 °C go +85 °C

CteneHb 3aWmThl
obonouyku (IP)

IP30

OTHocutenbHass | 5 % — 95 %, 6e3 KoHaeHcaTa
BMNaXXHOCTb
PoE IEEE 802.3af PoE (15,4 BT) IEEE 802.3at PoE+ (30 BT)

BrogxeT mowHocTtn 180 BT

Bua pasmeweHna | Ha DIN-pewnky
PYHKLUMOHANbHOCTb

MeTton Store-and-Forward

KOMMyTaLmm

VLAN Port-based VLAN, IEEE802.1Q, private VLAN, Protocol VLAN,
Voice VLAN, MAC VLAN, agnHammn4yeckoe HasHavyeHue VLAN,
VLAN Translation

DHCP IPv4/IPv6 DHCP Client, IPv4 DHCP Server, IPv4/IPv6 DHCP
Snooping, DHCP Relay Option 82

QinQ Basic QinQ, Selective QinQ

3epkanupoBaHnue | Port Mirror, RSPAN

nopToB

CraTtudyeckas +

MapLupyTu3aums

Multicast IGMP v1/v2/v3 snooping, IGMP filter, IGMP Fast-leave, MVR
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Mopenu

QSW-3310-12T-I-POE-DC

ACL

IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL IPv6
extended ACL,
MAC-IP extended ACL Time based ACL Dynamic ACL

QoS

8 ouepenen Ha nopT

Mapkuposka Tpaduka 802.1p/DSCP/TOS

Anroputmbl 06paboTtkm ovepegen: SP, RR, WRR Metoa
congestion avoidance: Tail drop

OrpaHunyeHune Tpaduka Ha nopTax

OyHKUMM
6e3onacHocTH

Storm Control Ha ocHoBe nakeToB 1 6anToB

BPDU Guard, BPDU Filter, Root Guard, Loop Guard,
TC-protection, Loopback-detection Dynamic ARP Inspection,
IP Source Guard

IEEE 802.1x, Authentication, Authorization, Accounting,
TACACS+, RADIUS VCM (onoBeLeHune 0 Kpaxe kabens,
paboTaeT TONbKO Ha MeaHbIX NopTax), Noaaepkka
B3anmogencteus ¢ Cisco ISE

YnpasneHue u
obcnyxuBaHue

TFTP/FTP, SNMPv1/v2c/v3, SNMP Trap, DyingGasp CLI
(Console/Telnet/SSH), Web/SSL,

Public & Private MIB interface, RMON (1,2,3,9), Ping,

Trace Route, Syslog, SNTP, Multiple Configuration Files, DDM,
ULDP, LLDP/LLDP MED

HapgexHocTb

[MpoTokonsbl
pe3epBMpPOBaHMS

802.1D STP, 802.1W RSTP, 802.1S MSTP, LACP, MRPP,
(R)PVST+ compatible

MSTP Instances

64

ArpervpoBaHue
KaHanos

48 rpynn/8 nopToBs

OdononHutenbHoO

Green Ethernet

IEEE 802.3az (Energy Efficient Ethernet)
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Cxema npumMeHeHus

QSW-3310-28F 106 QSW-3310-28F
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UHdopmauusa ana 3akasa

Mopaenb OnucaHue

QSW-3310-12T-I-POE-DC | YnpaBnsembin MHOYCTpUasbHbIM KOMMYTaTOp YPOBHS
L3 c nopgaepxkon PoE 802.3af/at, 8 nopTtoB
10/100/1000 BASE-T, 4 nopta 1000 BASE-X SFP, 4K
VLAN, 16K MAC-agpecoB, KOHCOSbHbIA NOPT (Ha
nepenHen naHenun), BCTPOEHHbIN BNOK NnTaHns

48 B DC, pa3smepbl kommyTatopa LWLx[xB
(100%125x185 mm)

O6waa nudopmauunsn

3ame4yaHusa m npeanoxeHuA

Mbl BCcerga CTpeMMMCS YMNyuliuTb Hally AOKYMEHTaUMI M MOoMOYb BaM paboTtatb nyudlle,
NO3TOMY Mbl XOTUM ycnbilwaTh Bac. Mbl Bcerga pagbl o06paTHoON cBsi3U, B 0COGEHHOCTY:

e OWNOKN B coaepXXaHnn, HENOHATHbIE NN NPpOTUBOpPeYallne MecTta B TEKCTE,
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e pyaen no ynyyweHm JOKyMeHTauun, 4YTOOBbI HaxoaunTb I/IH(*)OpMaLl,I/II'O 6bICTpee;
° Hepa60Ta+ou4me CCbIJ1KN N 3aMeYdaHna K HaBurauun no JOKYMeEHTY.

Ecnu Bbl x0TUTE HanMcaTb HamM NO NOBOAY AAHHOrO JOKYMEHTa, TO UCNONb3ynTe, NOXanymncra,
dopmy obGpaTHOM CBA3M Ha canTe gtech.ru.
FapaHTUA n cepBuc

Mpouenypa n HeobxoaMMble OENCTBUSA MO BONpOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «[lMopaepxka» —> « apaHTUNHOE 0OCNYKUBAHMUE Y.

O3HakoMnUTbCS C MHCpOpMaLUMen No Bomnpocam TecTMpoBaHus 060pyaoBaHMSA MOXHO Ha canTe
QTECH B pasgene «[ooaepxka» —> «B3aTb 060pyaoBaHMe Ha TECT».

Bbl MOXXeTe HanucaTb HanpsiMyto B Cryk0y cepBuca Nno anekTpoHHoM novTte sc@gtech.ru.

TexHu4yeckasa nogaepxka

Ecnn Bam HeobOxoammo cogencTBMe B BOMpocax, Kacawwmxcs Hawero obopyaoBaHusi, TO
MOXKETe BOCMOMNb30BaTbCA Hallelh aBTOMaTU3MPOBAHHOW CUCTEMOWN 3amnpoCOB TEXHUYECKOrO
cepBuc-LeHTpa helpdesk.gtech.ru.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 477-81-18 nob. 0

3neKTp0H|-|a;| BepCcus gOKyMeHTa
Hata nybnukaumn: 26.04.2023

https://files.qtech.ru/upload/switchers/QSW-3310/QSW-3310_ind_datasheet.pdf
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